Abstract. Federated Identity Management is considered a promising approach to facilitate secure resource sharing between collaborating partners. A structured survey has been carried out in order to document the benefits of adopting such systems from a user and business perspective, and also to get an indication on how Integrated Operations in the oil and gas industry can benefit from identity federations. This has resulted in a set of benefit categories grouping existing claims from researchers. The literature indicates that adoption of Federated Identity Management in Integrated Operation seems like a good idea, however, there are several challenges that need to be solved.
Introduction
Federated Identity Management (FIdM) is a promising approach to facilitate secure resource sharing between collaborating partners in heterogeneous (IT) environments. Such resource sharing is the essence of the ideas of Integrated Operations in the oil and gas industry, as outlined in the next section (section 2). Federation technologies "provide open, standardised and secure methods for a service provider to identify users who are authenticated by an identity provider" [30] . Further, identity federations facilitate delegation of identity tasks across security domains [21] .
There are different perspectives on Identity Management (IdM) [3] , where the first is the traditional way of doing IdM, and the next two are alternatives for Federated Identity Management: -Isolated IdM is the way IdM is commonly done today. Each company establishes, uses and maintains a local user repository where credentials are stored and used for authentication purposes to access company internal resources.
-Centralised IdM is one architectural model to realise Federated Identity
Management. User data is registered in a central repository. User authentication is performed by this central entity, which issues identity assertion upon a successful authentication process. These assertion, or security tokens, can then be used to access distributed services across company borders.
-Distributed IdM is the opposite of the previous alternative. Each collaborating company or service provider keeps a local user repository. Authentication is performed locally, but the issued security token can be used to prove identity, and as such get access to, distributed services across company borders.
This illustrates the point that FIdM is about inter-organisation and interdependent management of identity information rather than identity solutions for internal use, and that it has emerged with the recognition that individuals frequently move between corporate boundaries [9] . The federation model enables users of one domain to securely access resources of another domain seamlessly, and without the need for redundant user login processes [5] . According to Balasubramaniam et al. [6] an Identity Management solution consists of the following functionality attributes: 1) Identity provisioning, 2) Authentication and authorisation, 3) Storage, management, 4) query/retrieve and indexing of identity information, 5) Certification of identity and credentials, 6) Single-sign-on/singlesign-off, 6) Audit capabilities. Smith [30] has observed that the predictions of rapid acceleration in the industrial uptake of FIdM technology have not been fulfilled. This is despite the fact that the technological building blocks have been developed for years, and that the technology is relatively mature and well understood. This paper presents partial results of a research project to understand why FIdM processes and tools have not been widely adopted in industry, and what should be done to increase the adoption rate, and/or if there is an actual industrial need for it at all. A company's management need to be convinced of the benefits, challenges and cost of adopting a technology before they make the investment. So as a starting point, we wanted to identify what benefits of deploying FIdM have been reported in scientific literature. The following research questions were stated in this respect, and will be answered in this paper:
RQ1: What are the reported benefits of adopting Federated Identity
Management from a user perspective? RQ2: What are the reported benefits of adopting Federated Identity Management from a business perspective? RQ3: How can an Integrated Operations scenario benefit from using Federated Identity Management?
The last question is related to the case for the ongoing research project, which is an Integrated Operation (IO) scenario in the Norwegian oil & gas sector. This scenario is presented in the following section. Section 3 presents how the research leading to the the presented results was carried out, while section 4 presents a list of benefit categories obtained by analysing the literature, as well as a discussion on how an IO scenario can benefit from FIdM. Section 5 discuss our results before the paper is concluded and directions for further work are given in section 6.
The Integrated Operations Scenario
In mid 1990, oil and gas companies operating on the Norwegian Continental Shelf (NCS) started developing and deploying mechanisms for simple remote operation of offshore installations. In 2002, the Norwegian Oil Industry Association (OLF) initiated a project group to look into this development, and consider the potential benefits and consequences of such initiatives. This resulted in a report [19] describing future scenarios and visions for oil and gas operations in the North Sea. Prior to the remote management initiatives, there had been a distinct separation between onshore and offshore installations. Now, OLF saw that there was an increasing amount of data being made available and shared real-time.
With new processes and tools these data could be utilised in decision support processes that would change the way work was organised. They envisioned that the workload between offshore and onshore installations would be changed, and virtual teams would emerge. The operations would be more integrated, and thus the term Integrated Operations (IO) emerged.
The concept of Integrated Operations has been refined and widely deployed in the companies operating on the NCS. Land-based operation centers monitor and control large portions of the daily oil and gas production. However, the current focus has been on intra-organisational collaboration, meaning that systems (more or less) only allow interaction between humans and systems within a single company. One of the visions in the OLF report referred to was, on the other hand, also to enable inter-organisational collaboration where partners (see Figure 1 for an overview of IO participants) could share information and knowledge seamlessly across company borders.
In 2008 a new OLF report was released: Reference Architecture of IT systems for OLF's IO G2 [1] . This report sketched the reference architecture for a common service platform supporting inter-organisational collaboration. The enhanced collaborative capacity has been seen as the next generation of IO systems and as such is referred to as IO gen 2. A Service Oriented Architecture (SOA) has been proposed to facilitate this collaboration.
The OLF architecture report [1] lists various governing principles for the future IO architecture, including those shown in Table 1 .
Method
A structured literature review approach inspired by Kitchenham [17] was used as research method leading to the results presented in this paper. The focus has been on performing the search phase with rigor. The aim of this systematic survey was to identify scientific literature that could provide answers to our research questions listed in the previous section.
Identification of Research
The starting point for the survey was a research protocol where the research questions and the search strategy were defined. A rigorous and comprehensive search was key to identify relevant scientific literature. We used the following online databases for scientific literature to search for studies:
For each of these databases we used the following search phrase: "federated identity management". The total amount of papers after this search was 684. Papers were then filtered based on title and abstract after the search, and duplicate publications were removed. All papers clearly not relevant for this study were taken out of the reading list. This process led to 113 remaining papers. The last selection of papers were read in the full, and text indicating benefits of using Federated Identity Management was extracted. This resulted in a total of 30 primary studies considered within the frame of this paper.
Results
This section presents the results after analysing all citations reported as benefits of using FIdM. The reported benefits were first split in two categories: those reporting benefits from a user perspective, and those reporting benefits from a business perspective. A further analysis led to categories of benefits as summarised in Table 2 . 
Benefits from a User Perspective
In this section benefits of using FIdM from a user perspective are reflected, and indicates answers to RQ1.
Increased Privacy Protection.
Several researchers agree that the use of FIdM can increase the ability to protect personal privacy. Ahn et al. [3] [2] even say that "The main motivation of FIM [FIdM] is to enhance user convenience and privacy " , which is also supported by Gomi et al. [13] . Both Landau et al. [18] and Bertino et al. [8] claim that FIdM technology can facilitate users to control their personal data, and what is being sent to a service provider. Requirements related to minimal disclosure of information can be fulfilled. Squicciarini et al. [32] Better Security. FIdM may lead to improved security for users. According to Wolf et al. [33] users are released from remembering several credentials due to the single sign-on feature facilitated by FIdM systems. Madsen et al. [20] argue that the reduced number of authentication operations will make it practical for users to choose different and stronger passwords at their Identity Providers. This is also supported by Bhargav-Spantzel et al. [9] . Fewer and stronger authentication events will also help to minimise the risk of ID theft [8] .
With the FIdM model, credentials do not need to be sent to/via Service Providers. It is sufficient to send asserted claims [20] . As such the credentials are better protected [18] [26] . Improved Usability. Users can benefit from increased simplicity with FIdM solutions [18] [26] . It is especially the Single-sign-on (SSO) feature that is emphasised in this respect, and Madsen et al. [20] highlight this feature as the archetypical example of a federated application. With SSO users can log in once and access different resources at different service providers [28] [22] [21] [16] , without needing to remember multiple ways of authenticating at each site [18] and potentially by only remembering one password [14] .
Seamless access to resources, and the elimination of redundant user login processes leads to improved user experience [4] . Satchell et al. [24] add that instead of having several identities at different service providers, FIdM allows all these to be gathered under one umbrella. This does "not only provide users with vital cohesion but contributes to digital environments that are easily traversable spaces". Scudder and Jøsang [26] also state that identity federations release users from the burden of managing an increasing number of online identities.
From this we can deduce that users can experience improved usability since multiple services can be accessed as a unified whole [18] .
Benefits from a Business Perspective
This section presents reported benefits of FIdM with respect to a business perspective, and as such indicates answers to RQ2.
Reduced Cost. Several statements from researchers indicate that introduction of FIdM can lead to reduced cost with respect to identity management for an organisation [22] [18] [11] . Madsen et al. [20] claim that the administrative costs of account maintenance for service providers can be reduced, and Ahn et al. [3] say that FIdM allows businesses to share the identity management cost with its partners. Bertino et al. [8] explain the cost saving a bit more: Costs and redundancy is reduced because organisations do not have to acquire, store and maintain authorisation information about all their partners' users. Also Kang and Khashnobish say that the redundancy problem in user administration may be solved with FIdM, while Smith [30] claims that multiple corporations in theory can share a single [FIdM] application, and that the consolidation can result in cost savings.
Improved Data Quality.
Since identity data is essential to make correct access control decisions it is paramount that they are correct and up to date. FIdM can help improve the overall quality of this data. Bertino et al. [8] argue that identity information can be made available on demand and with low delay in a distributed environment in a FIdM scenario. They also claim that the user data will be more up-to-date and consistent compared to a scenario where user data is stored and maintained several places. Hoellrigl et al. [15] and Han et al. [14] present similar views. Both groups claim that the strength is that the administrative burden of user management is moved from the service provider to the Identity Provider. As such, redundancy and information inconstancies in identity information can be avoided [15] , and the exchange of user's identity information can be optimised.
Increased Security. There are several security aspects that are facilitated by FIdM solutions. Bertino et al. [8] claim that a federation prevents the problem of 'single point of failure'. However, this assumes that a distributed IdM model is followed. Speltens and Patterson [31] call it the 'true holy grail' of Federation, that applications become fully claims aware, and that access control decisions are based on claims. In such a situation the 'minimal disclosure' of information principle can be satisfied in that only required data needed to access a service have to be transmitted to a business partner [8] . Further, a claims based system can facilitate fine-grained authorisation [23] . Also Satchell et al. [24] highlight that FIdM facilitates the assignment of access rights and privileges, and Sharma et al. [27] add that it facilitates possibilities for detailed audit trails. Finally, Balasubramaniam et al. [6] give a general comment that FIdM will lead to minimisation of privacy and security violations.
Simplified/Improved User Management. Federated Identity management can simplify the complex process of managing user accounts [18] . User management tasks can be decentralised among identity and service providers [3] [2] [13] , without being worried that the work of managing user identities and attributes is doubled [12] . There is a clear link between this point and Improved Data Quality and Increased Security. User account provisioning [4] is simplified, and with a holistic view of users' identity data, deprovisioning of user accounts is also better facilitated [33] .
Reduced Complexity for Service Providers. By separating identity management tasks from the service providers, they can focus fully on delivering high quality services, while at the same time reducing the complexity [4] [5] . Identity management tasks can be outsourced to a separate IdP.
Facilitate cooperation. In the literature on FIdM there are several researchers arguing that federated solution will facilitate cooperation. Sharma et al. [27] say that FIdM technologies will allow companies to share applications without needing to adopt the same technologies for directory services and authentication. Similarly Brossard et al. [10] state that enterprises can offer services across domain boundaries to users and other services not controlled or defined internally. The technology offers an opportunity to create new business relationships and realise business goals at a lower cost [24] . The typical usecase is cross-domain single-sign-on [5] , where a user's identity information can be used across multiple organisations [34] [25]. FIdM help share this information in a protected way based on contractual and operational agreements [8] . Sliman et al. [29] add to the above that final authorisation decisions can be kept at the end application or service, even though user data is stored and authentication is performed in a remote location. 
Benefits from an IO Perspective
As presented in section 2, Integrated Operation is all about inter-organisational resource sharing and collaboration, in a complex environment. In the following we give a brief view on how IO can benefit from adopting a FIdM model (RQ3). Figure 1 shows part of the complexity associated with implementing IO; there are several actors involved. Examples of collaborative events include, vendors who may need remote access to the equipment they have delivered in order to read status reports and plan maintenance, and authorities who need access to drilling reports to monitor the production [1] .
Today, isolated IdM models are realised by the IO actors. As such, e.g. the Oil and Gas company needs to provision a local user identity to the Vendor representative before he can remotely access equipment in the production environment. This raises several questions, such as: What are the procedures to keep user data up-to-date? What are the procedures when the vendor representative quits his job or changes position? What is the time delay before this is registered at the Oil and Gas company so that they can remove or update access rights?
The whole IO scenario seems as a good match for implementing the ideas of Federated Identity Management, especially considering the reported benefits from a business perspective. Independent of the chosen federation model (see section 1) user data will be registered once. This will simplify the user management process, which has the important effect that the quality and correctness of user data is always as good as they are collected at the primary source, and synchronisation issues are eliminated. This again is key to maintain a high security level in that access is given based on updated data. Instead of spending resources on managing external users, the IO actors can focus on maintaining dynamic access policy sets, and improve the granularity of access constraints based on identity attributes/claims.
With the large number of IO actors it is an unrealistic scenario that all of them will invest in identical infrastructure related to Identity Management. However, selecting a FIdM model using standardised protocols and interfaces will facilitate cooperation and make system integration less difficult.
Most communication will go through the Oil and Gas Company, meaning that they will experience most of the overhead related to the current Isolated IdM model. Cost savings may thus be considerable for these companies, while the economic incentive to move to a FIdM model might not be as large for the other actors.
In addition to this, FIdM may also facilitate the realisation of the architectural principles for IO as outlined in Table 1 . Systems and services can be loosely coupled, and identity and authentication services will be decoupled from functionality services. FIdM facilitates communication and interaction between service providers and service consumers in that identity data is sent in a standardised way designed for distributed systems. Access may be role based, but can also be made at more granular levels based on claims. Next, the distributed FIdM model is designed for keeping identity data at the local company, and performing local authentication of users.
Discussion
A lightweight version of Kitchenham's guide to structured surveys has been used to obtain the results presented in this paper. We have been less strict in the paper selection phase (as there have only been one researcher involved) and data synthesis phase (papers were read, raw data collected and grouped once, without iteration) than what is recommended to pass the strict requirements of the guide. Further, the search phrase we used may prevent us from identifying an exhaustive literature list on the topic; there might e.g. be papers talking about identity federations without mentioning our exact search phrase. Yet, we argue that the process is sufficient to answer the stated research questions, as it allows to get a representative view on existing research on the topic.
Next, it is important to be aware of the fact that the benefit categories listed in this paper are a result of analysing claims from researchers in the field. These claims must to a large extent be considered as expert opinions, which are not necessarily backed up by existing research. E.g. several researchers mention cost savings as a possible benefit of FIdM, however, none of the cited papers report from case studies where real cost savings are presetend.
This being said, FIdM seems like a promising approach to support interorganisational collaboration, and there seems to be a good match between the reported benefits and the architectural principles for IO in the Oil and Gas sector. However, there are considerable challenges still to be solved, and which might hinder adoption. Trust among the participants in a Federation is one [26] . Baldwin et al. [7] point to the fact that stakeholders might have different assumptions and risk appetite, and as such different requirements with respect to the level of assurance associated with identity claims. These trust challenges are related to people, processes and technology. According to Scudder and Jøsang [26] the degree of needed trust does not foster large-scale federations. Smith [30] raises the issue of liability. What will happen if one of the federation partners fails to follow a proper process for identification of their employees? Another aspect of implementing FIdM is the consequences of single-sign-on functionality if a digital identity is stolen, or a password compromised [21] . In such cases not only internal resources are compromised, but also potentially those of the federation partners. There are also technological challenges. Wolf et al. [33] point to complexity with respect to standardisation of FIdM protocols and data formats among the collaborators, and that this is essential to reach the goal. These challenges indicate that RQ3 can not be answered by looking at the reported benefits alone. A deeper analysis to answer this question, and a cost benefit analysis, should be done after all challenges are considered, and a risk assessment has been carried out.
Conclusion and Further Work
In this paper we report benefits of adopting Federated Identity Management systems from a user and business perspective, and a high-level view on perspectives of adopting FIdM in an Integrated Operations environment. Our conclusion is that there is a good match between the benefits of adopting FIdM and the architectural principles suggested for IO. However, we have also mentioned considerable challenges of adopting FIdM, and more research is needed to facilitate adoption in an industrial setting.
As part of a larger ongoing work on FIdM to facilitate IO, similar work as presented in this paper will be carried out with respect to documentation of reported challenges in the near future. The combined results will be used as input to a large case study including the stakeholders on different levels (management, IT operations, system users), from the various actors shown in Figure 1 . This case study will result in empirical evidence as to what the enablers for FIdM adoption are, and whether it is realistic in an IO setting or not.
